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PrefacePreface

Blockchain Technology is the new buzz word nowadays. If we turn our eyes around, almost every 
single sphere is using this innovative and smart technology known as Blockchain Technology in various 
domains either directly or indirectly. With the evolution of humans, technology has also evolved. 
New and smart technologies is gaining their momentum and facilitating the lives of humans in an 
unimaginable avenue. This innovative topic attracted our attention through its widespread use in various 
domains and drastically growing and developing the business and commerce of all economies across 
the world.

Through this book, authors want to share the fundamentals of Blockchain Technology which would 
be useful and insightful for the beginners and would open the road for further addition of knowledge 
into this work. Also, this work intends to highlight how this technology has changed the various sectors 
after its implementation and still growing. The authors try to showcase the basic coding associated with 
the technology in the form of Solidity and also one of the widely used applications known as Ethereum 
basics in their work for readers better broader view and understanding.

There are innumerable articles, work being done on this topic that has assisted the authors in better 
understanding of the topic. Authors have contributed their efforts collectively to detail all the associated 
concepts of Blockchain Technology for insightful understanding and making the mind map of the topic 
while reading. We hope this would help all the stakeholders associated with subject matter of the work 
in their areas of interest.

 Ms. Sakshi Ahlawat
 Dr. Upendra Pratap Singh
 Dr. Deepti
 Dr. Pawan Kumar



AcknowledgementAcknowledgement

We are forever indebted to the SRM University, for their, support, encouragement, motivation and for 
providing the conducive environment to write this book. We are extremely thankful to Vice- Chancellor, 
Dean Academic Affairs and Registrar for their words of encouragement and support. Sincere thanks 
to our colleagues at SRM University who generously shared their ideas with us, offered constructive 
feedback and refined our thinking and understanding of this innovative and demanding topic of 
Blockchain. We take this opportunity to thank our family members for constantly providing inevitable 
support throughout this book content preparation. 

Special thanks to Mr. Sahil Chhikara for his contribution in this book in terms of insightful suggestions 
which makes this book more meaningful specially in terms of codings chapters of this technology. We 
are deeply obliged to our seniors who always encouraged to give our best to the academic world in 
our own humble way. Special thanks to Sultan Chand & Sons, Publishers for their unstinting support, 
monumental patience and editorial help that was indeed required to convert our manuscript into a fine 
product. Without the divine blessings of almighty God who gave us so much, we would not have been 
what we are today and we bow to the great God for this blessings and selfless love.

 Ms. Sakshi Ahlawat
 Dr. Upendra Pratap Singh
 Dr. Deepti
 Dr. Pawan Kumar



About the AuthorsAbout the Authors

Ms. Sakshi Ahlawat
Ms. Sakshi Ahlawat is working as Assistant Professor in Department of Commerce at 
SRM University, Sonipat, Haryana. She has completed her B.Com from University 
of Delhi and M.Com from Department of Commerce, Kurukshetra University with 
first division. She is currently pursuing her Doctorate in domain of Human Resource 
Management. She has qualified NET in 2018 in commerce. She has started her career 
with various research papers in Scopus indexed and ABDC indexed journals and 
successfully completed various NPTEL courses. She has three years of teaching 
experience in Department of Commerce. She has participated in various National and 
International conferences and presented papers there. Currently she is working on Artificial Intelligence. 
Her areas of interest include Blockchain Technology, Artificial Intelligence, Mergers and Acquisitions 
in Banking Sector, Employee Performance and Customer Satisfaction. 

Along with academic profile, she has been part of administrative roles at University levels. She is 
currently serving as NCC Coordinator of University. She has also been a part of cultural committee in 
organising various events at University level.

Dr. Upendra Pratap Singh
Dr. Upendra Pratap Singh is Associate Professor of Finance & Commerce  at SRM 
Unversity, Sonepat, Haryana. He completed his B.Com, M.Com. & M.B.A with 
First class marks. He has completed his Ph.D. in 2013 on Capital Market Practices 
in India. Dr. Upendra has thirteen years of experience in the field of academics 
and various administrative positions. Dr. Upendra Singh has supervised six Ph.D. 
doctoral research students and all Ph.D. degrees have been awarded. Presently, he 
is supervising a large number of Dissertations/Projects at PG/UG level and guiding 
three UGC-JRF Ph.D. scholars. He has published several papers in Scopus & UGC-care Journals and 
presented papers in International & National Conferences. Currently, he is working on application of 
Block Chain technology and Artificial Intelligence with his scholars.

Along with teaching, he has handled/handling number of administrative assignments successfully 
and made exemplary contributions through his dedicated, committed and innovative approach with high 
integrity. Dr. Upendra Singh is Member of the Board of Studies, DRCC & Univesity Cultural Committee. 
He is member of University IQAC team as well as Criteria Coordinator for NAAC accreditation. Dr. 
Upendra Singh is Life time Member of Indian Economic Association.



viii A Dive into the World of Blockchain Technology

Dr. Deepti
Dr. Deepti is currently working as an Assistant Professor in Geeta University, Panipat 
Haryana. She has completed Doctorate in Business Management from University 
School of Management, Kurukshetra University, Kurukshetra. She has sound impulse 
behaviour towards academics and research. She is JRF-NET (UGC) qualified in 
Management and Commerce in 2013 and 2018. She has credentials of International 
Summer University (ISU) certification in Financial Management and Supply Chain 
Management from Management Development Institute(MDI), Gurgaon. 

She has about four years of teaching experience in reputed institutions. She has published more than 
eight research papers in various International UGC-Care Listed, Scopus Indexed and ABDC Indexed 
Journals and completed one NPTEL certificate course on Marketing Management. She has participated 
in more than fifteen International and National conferences and presented research papers.  Her areas 
of interest include Artificial Intelligence, Financial Management, Corporate Social Responsibility, 
Managerial Economics and Business Research Methodology.

Dr. Pawan Kumar
A Marketing graduate and Doctorate in Business Management from Haryana School 
of Business, GJUS&T, Hisar, Dr. Pawan Kumar, is having a strong inclination 
towards academics and research. Following his dream of becoming a professional 
educator, he is committed to creating an interactive classroom environment wherein 
students with varying skill sets and interests feel encouraged to achieve their goals. 
Currently, he is working as an Assistant Professor in the Faculty of Management, 
at SRM University, Delhi-NCR, Sonepat, Haryana. He is also working on a major 
project sponsored by ICSSR, New Delhi as a Co-Project Director. He is JRF-NET (UGC) qualified in 
Management in 2013. He has about three years of teaching experience to his credit. He has published 
more than fifteen research articles in various International and National journals of repute. He has 
participated in more than twenty five International and National Conferences and presented research 
papers. His areas of interest include Marketing Management, Rural Marketing, Financial Management, 
Computer Applications in Business, and Business Research Methods. 



ContentsContents

 1. Blockchain for Beginners 1
 1.1 Meaning 2
 1.2 Evolution of Blockchain Technology 2
 1.3 Types of Blockchain 3
 1.4 Structure of Blockchains 3
 1.5 Features of Blockchain Technology 4
 1.5.1 Distributed Ledger 4
 1.5.2 Decentralization 4
 1.5.3 Centralization 5
 1.5.4 Consensus 5
 1.5.5 Smart Contracts 6
 1.5.6 Mining 7
 1.5.7 Cryptographic Identity/Keys 8
 1.5.8 One-Time Pad 9
 1.5.9 Public-Private Networks/Keys 10
 1.5.10 Consensus Algorithms 10
 1.5.11 Types of Byzantine Tolerance Failures 11
 1.5.12 Proof of Stake 11
 1.5.13 Proof of Burn (PoB) 11
 1.5.14 Proof of Capacity  11
 1.5.15 Proof of Elapsed Time 12
 1.5.16 Hash 12
 1.5.17 Applications of Hash Functions 13
 1.5.18 HMAC and MAC 14
 1.5.19 Blocks 14
 1.6 Layers of Blockchain Technology 15
 1.6.1 Application Layer 15
 1.6.2 Execution Layer 15
 1.6.3 Semantic Layer 16
 1.6.4 Propagation Layer 16
 1.6.5 Consensus Layer 16
 1.7 Properties of Blockchain Systems 16



x A Dive into the World of Blockchain Technology

 1.8 Blockchain Scaling 17
 1.8.1 Off-Chain Computation 17
 1.8.2 Sharding Blockchain State 17
 1.9 Application Considerations 18
 1.9.1 Additional Blockchain Considerations 19
 1.10 Conclusion 20
  Test Yourself 20
  Explore 21
  References 21

 2. Bitcoins or Genesis of Blockchain Technology 23
 2.1 Meaning 24
 2.2 History 24
 2.3 Advantages of Bitcoin 28
 2.4 Disadvantages of Bitcoin 29
 2.5 Network and Digital Currency 29
 2.6 Double Spending 30
 2.6.1 Blockchain Provides Solution To Double Spending Problem. How? 30
 2.7 Cryptocurrency 31
 2.7.1 Definition 31
 2.7.2 Features 31
 2.7.3 Disadvantages 31
 2.8 P2P Payment Gateway 32
 2.9 Wallet 32
 2.9.1 Features of Blockchain Wallet 32
 2.9.2 Types of Wallets 33
 2.10 Chain code 34
 2.11 The Bitcoin Blockchain 34
 2.12 The Bitcoin Network 34
 2.13 Bitcoins Transactions 35
 2.14 Block Propagation 37
 2.15 Script 37
 2.16 Accounts and State 38
 2.17 Exchanges 38
 2.18 Merkle Tree 38
 2.19 Difficulty Target 39
 2.20 Full Nodes 39
 2.21 Simple Payment Verification 40
 2.22 Factors that Influence the Demand and Supply of Bitcoin 41
 2.23 Working of Bitcoin 41
 2.24 Pseudonymity 42
 2.25 Buying and Storing Bitcoins 42
 2.26 Merchant Benefits 43
 2.27 User Control 43
 2.28 Internal Change and Volatility 43



xi Contents

 2.29 Impact of Digital Currency Revolution 44
 2.30 Conditions for a Successful Cryptocurrency  44
 2.30.1 Ecosystem 44
 2.30.2 Incentives 44
 2.30.3 Identification 45
 2.31 Conclusion 45
  Test Yourself 45
  Explore 46
  References 47

 3. Model of Blockchain Technology Implementation 49
 3.1 Traditional Centralized Model 50
 3.1.1 Process of Traditional Centralized Model 50
 3.1.2 Problems 50
 3.2 Modern Decentralized Model 51
 3.2.1 Features of Modern Decentralized Model  51
 3.3 Selection of Next Block Creator 53
 3.3.1 Process of Proof of Work 53
 3.4 What do Block Creators Get in Return? 54
 3.5 Sequencing of Blocks 54
 3.5.1 Choice of Blocks  55
 3.6 Distributed Systems in Practice 55
 3.7 Decentralization as a Social Template 56
 3.8 Consensus among Blockchain Nodes 56
 3.9 Scalability and Decentralisation 57
 3.10 Current State of Transactional Ledgers 58
 3.11 Available Implementations 58
 3.11.1 MultiChain 58
 3.11.2 OpenChain 58
 3.11.3 Other Implementations 59
 3.12 Blockchain Ecosystem 59
 3.13 Service Model of Blockchain Technology 59
 3.14  Summary of the Primary Costs and Benefits Associated 

with Decentralised and Centralised Networks 60
 3.15 Quality Issues with Recent Blockchain Implementations 60
 3.16 Quality Requirements and Solutions for Blockchain Implementation 62
 3.17 Testing of Blockchain Implementation 63
 3.18 Evaluation of Blockchain Implementation 64
 3.19 Conclusion 64
  Test Yourself 65
  Explore 65
  References 65

 4. Role of Blockchain Technology in Education 67
 4.1 Introduction 67
 4.2 Why Blockchain in Education? 69



xii A Dive into the World of Blockchain Technology

 4.3 Applications of Blockchain in Education 70
 4.3.1 Certifications  70
 4.3.2 Role of Blockcerts in Educational Certificates 71
 4.3.3 Certificate and Identity Workspace for Vendors 73
 4.3.4 Learning Machine Certificates Deployed over Blockcerts 74
 4.3.5 Enhancing and Motivating Lifelong Learning 75
 4.4 The Challenges of Applying Blockchain in the Education Sector 76
 4.5 Conclusion 80
  Test Yourself 81
  Explore 81
  References 81

 5. Role of Blockchain Technology in Legal Industry 83
 5.1 Introduction 84
 5.2 Smart Contracts 85
 5.3 Intellectual Property 86
 5.4 Applications of Blockchain in Intellectual Property 88
 5.5 Chain of Custody 91
 5.6 Litigation and Settlements 92
 5.7 Blockchain in the Legal Industry 93
 5.8 Blockchain Use Cases in the Legal Industry 95
 5.9 Conclusion 96
  Test Yourself 96
  Explore 97
  References 97

 6. Role of Blockchain Technology in Maintaining Land Records 99
 6.1 Introduction 100
 6.2 Features of Blockchain Technology 102
 6.3 Application of Blockchain Technology in Land Records 104
 6.4 Smart Contracts 104
 6.5 Traditional Approaches of Land Records 106
 6.6 Current Issues in Land Registration 107
 6.7 Limitations of Existing Method 108
 6.8 Use of Blockchain for Maintaining Land Records 108
 6.9 Conclusion 113
  Test Yourself 115
  Explore 115
  References 116

 7. Role of Blockchain Technology in the Financial Sector 117
 7.1 Introduction 118
 7.2 The Roles of Blockchain Technology on the Financial Sector 120
 7.3 Types of Blockchain Systems 121
 7.4 Blockchain in Financial Sector 122
 7.4.1 Know Your Customer (KYC) and Know Your Business (KYB) 122
 7.4.2 Credit Risk Scoring for SMEs 123



xiii Contents

 7.4.3 Customer Profile Management and Product Personalization 123
 7.4.4 Insurance Claims Management 124
 7.4.5 Collaborative Security in the Financial Services Chain 124
 7.5 Blockchain in Banking System 125
 7.5.1 Shift to Tokenization 129
 7.6 Blockchain Platforms 129
 7.6.1 Contrasting Bank and Fintech Activities  129
 7.6.2 Playing it Safe  130
 7.7 Conclusion 130
  Test Yourself 131
  Explore 131
  References 131

 8. Role of Blockchain Technology in Global Supply Chain System 133
 8.1 Introduction of Blockchain Technology in Supply Chain 134
 8.2 Benefits of Using Blockchain in the Supply Chain System 134
 8.2.1 Data Management 135
 8.2.2 Improves Transparency 135
 8.2.3 Improves Response Time 135
 8.2.4 Smart Contract Management 135
 8.2.5 Operational Efficiency 136
 8.2.6 Disintermediation 136
 8.2.7 Immutability 136
 8.2.8 Intellectual Property Management 136
 8.3 Functions of Blockchain for Major Supply Chain 136
 8.4  Blockchain Technology Applications in Raw Material Supply Chains System 137
 8.5  Blockchain Technology in Enhancement of Supply Chain Management System 139
 8.6 Blockchain Technology in Global Supply Chain System Services 140
 8.6.1 Carrier Selection 140
 8.6.2 Development of Distribution Plan 140
 8.6.3 Freight Bill Payment and Audit 140
 8.6.4 Information System 140
 8.6.5 Freight Distribution 140
 8.6.6 Product Returns 141
 8.6.7 Freight Consolidation 141
 8.6.8 Product Marking 141
 8.6.9 Route and Network Optimization 141
 8.6.10 Increased Transparency 141
 8.6.11 Greater Scalability 141
 8.6.12 Greater Security 141
 8.6.13 Increased Innovation 141
 8.7 Blockchain Technology Adoption in Supply Chain Systems 142
 8.7.1 Blockchain in Shipping Logistics 142
 8.7.2 Blockchain in Food Production 142
 8.7.3 Blockchain in Luxury Manufacturing 142
 8.7.4 Blockchain in Pharmaceuticals 143



xiv A Dive into the World of Blockchain Technology

 8.8 Blockchain Technology Adoption Challenges in Supply Chain Systems 143
 8.8.1 Organizational Requirement and Readiness  143
 8.8.2 Data Collection and Management  143
 8.8.3 Interoperability of Systems  143
 8.8.4 Cost, Security, Privacy and Legal Concerns  143
 8.8.5 Transition and Integration of People, Processes and Technology 144
 8.8.6 Track-and-Trace 144
 8.9 Conclusion 144
  Test Yourself 145
  Explore 145
  References 145

 9. Role of Blockchain Technology in Health Sector 147
 9.1 Introduction of Blockchain Technology 148
 9.2 Concept of Blockchain Technology in Health Sector 148
 9.3 Importance of Blockchain Technology 149
 9.3.1 Personal Health Record Storage 149
 9.3.2 Blockchain Health Research Commons 149
 9.3.3 Blockchain Health Notary 150
 9.3.4 Contracts for Services and Assurance from Medical Vendors 150
 9.4 Blockchain Technology from Traditional Approaches to Data Management 150
 9.5 Blockchain Applications in the Health Sector 151
 9.5.1 Blockchain for Identity Management in Health Care 152
 9.5.2  Blockchain for Management of Patient Consent and 

Data Access Permissions 153
 9.6 Structure of Blockchain Technology in Health Sector 154
 9.6.1  Using Blockchain to Manage the Supply Chains for 

Drugs and Medical Supplies  155
 9.7 SWOT Analysis of Blockchain Technology in Healthcare Sector 156
 9.7.1 Strengths  156
 9.7.2 Weaknesses  156
 9.7.3 Opportunities 156
 9.7.4 Threats 156
 9.8 Adoption of Blockchain Technology in Healthcare Sector 157
 9.8.1  Problems Associated with the Adoption of 

Blockchain Technology in the Healthcare Sector 158
 9.9 Current Status of Blockchain in Healthcare 158
 9.9.1 Global Blockchain Business Value 2017-2030 158
 9.9.2 Healthcare Data Management using Blockchain 159
 9.9.3 Counterfeit Drugs Discovery and Supply Chain 160
 9.9.4 Prescription Management 160
 9.9.5 Claim and Billing Management 161
 9.10 Major Blockchain Initiatives in Health Sector 161
 9.11 Conclusion 163
  Test Yourself 163
  Explore 164
  References 164



xv Contents

 10. Role of Blockchain Technology in Aviation Sector 165
 10.1 Introduction to Blockchain Technology 165
 10.1.1 Basic Structure of a Blockchain 166
 10.2 Blockchain Technology in Aviation Sector  167
 10.2.1 Flying Towards Airport 4.0 with Blockchain 168
 10.3 Benefits of Blockchain Technology in the Aviation Sector 170
 10.3.1 Data Dependability 170
 10.3.2 Auditability 170
 10.3.3 Zero Downtime 170
 10.3.4 Pseudonymity 171
 10.3.5 Automation 171
 10.3.6 Interoperability 171
 10.3.7 Scalability, Latency & Throughput 171
 10.3.8 Versioning 171
 10.3.9 Usage of Energy 171
 10.4 Major Issues of Blockchain Technology in Aviation Sector 172
 10.4.1 Security 172
 10.4.2 Privacy 172
 10.4.3 Oracle Problem 172
 10.4.4 Regulation 172
 10.4.5 Lack of Knowledge 172
 10.4.6 Public Perception 173
 10.5 Applications of Blockchain Technology in the Aviation Sector 173
 10.5.1 Inventory Management 173
 10.5.2 Traceability of Food Products 173
 10.5.3 Baggage Tracking 173
 10.5.4 Reservations and Ticketing 174
 10.5.5 Travellers Loyalty 174
 10.6 Use of Blockchain Technology in the Aviation Sector 174
 10.6.1 First Smart Contracts 175
 10.6.2 Apps for Smart Tourism 175
 10.6.3 Breaking Technological Barrier 175
 10.7 Current Status of the Aviation Industry 175
 10.8 Conclusion 177
  Test Yourself 177
  Explore 177
  References 177

 11. Role of Blockchain Technology in Payment Systems 179
 11.1 Introduction of Blockchain Technology in Payment System 180
 11.2 Benefits of Using Blockchain Technology in Payment System 180
 11.2.1 Digital Identity Verification 181
 11.2.2 High Data Security 181
 11.2.3 Better Anti-Money Laundering (AML) Protocols 181
 11.2.4 Automated Know Your Customer (KYC) Processes 182
 11.2.5 Faster Cross-Border Transactions 182



xvi A Dive into the World of Blockchain Technology

 11.2.6 Peer to Peer (P2P) Transfers 182
 11.2.7 Reduced Processing Fees 182
 11.2.8 Protection Against Cyber-crimes 183
 11.3 Current Status of Payment System 183
 11.4 Factors Affecting the Future of Payments 184
 11.4.1 Inclusion and Trust 184
 11.4.2 Digital Currencies  184
 11.4.3 Digital Wallets 184
 11.4.4 Battle of the Rails 185
 11.4.5 Cross-border Payments  185
 11.4.6 Financial Crime 186
 11.5 Use of Blockchain Technology in Payment System 186
 11.6 Need of Blockchain Technology in Payment System 187
 11.6.1 Payment Frauds and Chargebacks 187
 11.6.2 Delayed Cross-border Transactions 187
 11.6.3 Low Card Data Security 188
 11.6.4 Difficulty in Currency Conversion 188
 11.6.5 Lack of Proper Technical Integration 188
 11.6.6 High Processing Fees 188
 11.6.7 Complex Financial Regulation Across Territories 188
 11.6.8 Low Customer Satisfaction 189
 11.6.9 Increasing Cyber Attacks 189
 11.6.10 Repetitive KYC Procedures 189
 11.7 Companies Using Blockchain Technology in Payment Sectors 189
 11.7.1 BBVA 189
 11.7.2 Intesa Sanpaolo 189
 11.7.3 Barclays 190
 11.7.4 HSBC 190
 11.7.5 Visa 190
 11.7.6 Banco Santander 190
 11.7.7 MasterCard 190
 11.7.8 PayPal 190
 11.7.9 Citibank 190
 11.7.10 ING Bank 190
 11.7.11 Airfox 191
 11.7.12 Circle 191
 11.7.13 Zcash 191
 11.7.14 Ripple 191
 11.7.15 Veem 191
 11.7.16 Ivy 191
 11.7.17 Gluwa 192
 11.7.18 Stellar 192
 11.7.19 Abra 192
 11.8 Technology Adoption Model in Payment System 192
 11.9 Using Blockchain Technology in E-Commerce Payment System 193
 11.10 Conclusion 194



xvii Contents

  Test Yourself 195
  Explore 195
  References 195

 12. Role of Blockchain Technology in Tokenized Economy 197
 12.1 Introduction 198
 12.2 What is Tokenization? 198
 12.3 What is a Token? 198
 12.4 What can be Tokenized? 199
 12.5 Types of Tokens 200
 12.5.1 Security Token 200
 12.5.2 Tokenized Securities 200
 12.5.3 Utility Tokens 202
 12.5.4 Currency Tokens 202
 12.6 Token Properties 202
 12.7 Drivers of Tokenization 203
 12.8 Top Industries Adopting Tokenization 203
 12.8.1 Finance 203
 12.8.2 Real Estate 204
 12.8.3 Healthcare 204
 12.8.4 Sports Industry 204
 12.8.5 Art Industry 204
 12.9 Advantages of Tokenization 204
 12.9.1 Broader Investor Base 204
 12.9.2 Broader Geographic Reach 206
 12.9.3 Reduced Settlement Times 206
 12.9.4 Infrastructure Upgrade 206
 12.9.5 Reduced Costs and Faster Transactions 206
 12.9.6 Increased Transparency 206
 12.9.7 Regulatory Evolution 206
 12.9.8 Improved Asset Liability Management 206
 12.9.9 Immutability 207
 12.10 Challenges of Tokenization 207
 12.10.1 Not Immune to Attacks 207
 12.10.2 Regulatory Issues 207
 12.10.3 Technical Challenges 207
 12.11 Applicability of Tokenization 208
 12.12 Implications of Tokenization 208
 12.12.1 Trading Implications 208
 12.12.2 Liquidity Implications 210
 12.12.3 Pricing Implications 212
 12.13 Impact on Clearing and Settlement for Post-Trade Services 213
 12.14  The Importance of Custodianship in a Decentralised, Tokenized 

Society and the Potential Necessity for a Central Authority 214
 12.15  The Potential Requirement for Central Parties in 

Decentralised Tokenized Asset Markets 214



xviii A Dive into the World of Blockchain Technology

 12.16 Conditions Required for Significant Asset Tokenization 215
 12.17 Considerations for Policy Makers 216
 12.18 Conclusion 217
  Test Yourself 217
  Explore 217
  References 217

 13. Governance in Blockchain Technology 219
 13.1 What is Blockchain: A Brief Flashback 220
 13.2 Is Blockchain Regulated in India? 221
 13.3 Laws, Rules and Regulations with Reference to Blockchain in India 222
 13.4 Blockchain Regulation in US 223
 13.5 Legalisation of Crypto in India 223
 13.6 Blockchain and Central Bank Digital Currency 223
 13.7 Aspects that Outline a Central Bank Digital Currency 224
 13.8 Benefits of Digital Currencies 224
 13.8.1 Fostering the Digital Assets Revolution 224
 13.8.2 Future-Oriented Financial Policy and Regulative Tools 224
 13.8.3 Cheaper Cross-Border Remittances 225
 13.9 How will a Transaction get into Blockchain? 225
 13.10 Different Types of Blockchain 225
 13.11 Introduction of Governance 226
 13.12 Features of Governance 226
 13.12.1 Rule of Law 226
 13.12.2 Transparency 226
 13.12.3 Consensus Oriented 226
 13.12.4 Effectiveness and Efficiency 226
 13.12.5 Equity and Inclusiveness 227
 13.13 Governance of Blockchain 227
 13.14 Need for Governance of Blockchain 227
 13.14.1 Preventing Money Manipulation and to Save Investors 227
 13.14.2 Permit Selective Cryptocurrency 227
 13.14.3 Understand the Risk Associated in the Technology 227
 13.14.4 Frauds and Cyber Threat 227
 13.14.5 Fund Laundering 228
 13.15 Benefits of Regulation of  Blockchain 228
 13.15.1 More Stability in the Market 228
 13.15.2 Increase in the Confidence of Investors 228
 13.15.3 Safer Ecosystem 228
 13.16 Governance at Micro Level 228
 13.16.1 Infrastructure Architecture 228
 13.16.2 Application Architecture 229
 13.16.3 Interoperability 229
 13.17 Governance at Meso Level 230
 13.17.1 Decision-making Mechanism 230
 13.17.2 Incentive Mechanism 230



xix Contents

 13.17.3 Consensus Mechanism 231
 13.18 Governance at Macro Level 231
 13.18.1 Organisation of Governance 231
 13.18.2 Accountability of Governance 232
 13.18.3 Control of Governance 232
 13.19 Blockchain Governance Framework 233
 13.19.1 Blockchain Governance Dimensions 233
 13.19.2 Blockchain Governance Layers 233
 13.19.3 Combining Governance Dimensions and Layers 234
 13.20 Governance of Blockchain at Global Level 235
 13.20.1 United States 235
 13.20.2 Canada 236
 13.20.3 Singapore 236
 13.20.4 Australia 236
 13.20.5 Japan 236
 13.20.6 South Korea 236
 13.20.7 China  236
 13.20.8 United Kingdom 236
 13.20.9 Switzerland 236
 13.20.10 European Union 237
 13.20.11 Malta 237
 13.20.12 Estonia 237
 13.20.13 Luxembourg 237
 13.20.14 Latin America 237
 13.20.15 Gibraltar 237
 13.21 Conclusion 237
  Test Yourself 238
  Explore 238
  References 238

 14. Tools and Software used for Blockchain Technology or  
 Technology behind Blockchain Technology 239

 14.1 Introduction 240
 14.2 EOS Blockchain 240
 14.2.1 Benefits of the EOS Blockchain 241
 14.3 Hyperledger 242
 14.3.1 Meaning 242
 14.3.2 Features 243
 14.3.3 Examples of Various Projects of Hyperledger 243
 14.3.4 Purpose of Hyperledger 244
 14.3.5 Key Business Components of Hyperledger Technology 244
 14.4 Ethereum 245
 14.4.1 Meaning 245
 14.4.2 Features 245
 14.4.3 Account in Ethereum 246
 14.4.4 Transaction in Ethereum 246



xx A Dive into the World of Blockchain Technology

 14.4.5 Transaction Process 246
 14.4.6 Technologies Used in Ethereum 247
 14.4.7 Consensus Algorithms in Ethereum 247
 14.5 Quorum 248
 14.5.1 Meaning 248
 14.5.2 Quorum Architecture 248
 14.5.3 Validation of Blocks and State Consensus 249
 14.6 R3 Corda 249
 14.6.1 Introduction 249
 14.6.2 Meaning 249
 14.6.3  Features of R3 Corda Blockchain Framework that 

Makes it Unique in the Market  250
 14.6.4 State Object in Corda 251
 14.6.5 Consensus in R3 Corda 251
 14.6.6 Business Logic in R3 Corda 251
 14.7 Ripple 252
 14.7.1 Meaning 252
 14.7.2 Ripple’s Ledger 253
 14.7.3 Ripple Transactions 253
 14.8 Chain Core 254
 14.8.1 Meaning 254
 14.8.2 Various Services Provided by Chain Core 254
 14.8.3 Chain Core Transactions 254
 14.9 Conclusion 255
  Test Yourself 255
  Explore 256
  References 256

 15. Ethereum Network and its Applications 257
 15.1 What is Ethereum? 258
 15.2 Ethereum in Numbers 258
 15.3 History of Ethereum 259
 15.4 The DAO Fork 260
 15.5 Design of Ethereum Platform 260
 15.6 Ether 261
 15.7 Accounts 261
 15.8 Ethereum Account Fields 262
 15.9 Addresses in Ethereum 263
 15.10 Ethereum Virtual Machine 263
 15.11 Gas 263
 15.12 Difficulty Bomb 264
 15.13 Mining of Ethereum 264
 15.13.1 Proof of Work 264
 15.13.2 Proof of Stake 265
 15.14 Ethereum 2.0 265
 15.15 Applications of Ethereum 266



xxi Contents

 15.15.1 ERC 20 Tokens 266
 15.15.2 Non-Fungible Tokens 268
 15.15.3 Decentralized Finance 269
 15.15.4 Enterprise Softwares 271
 15.15.5 Stable Coins 271
 15.15.6 Decentralized File Storage 271
 15.16 Layer 2 Architecture 271
 15.17 How does Layer 2 Solutions Work? 272
 15.17.1 Advantages of Layer 2 Solutions 272
 15.17.2 Types of Layer 2 Solutions 272
 15.18 Layer 2 Solutions 274
 15.19 Conclusion 275
  Test Yourself 276
  Explore 276

 16. Solidity 277
 16.1 Solidity and Smart Contracts 278
 16.1.1 What are Smart Contracts? 278
 16.1.2 Solidity 278
 16.2 Solidity Versioning 279
 16.3 What is Semantic Versioning? 279
 16.4 Solidity Basics 279
 16.4.1 A Simple Solidity Contract 279
 16.5 Layout of a Solidity Source File 281
 16.5.1 SPDX License Identifier 281
 16.5.2 Importing Other Source Files 282
 16.6 Structure of a Solidity Contract 283
 16.6.1 State Variable 283
 16.6.2 Functions 283
 16.6.3 Function Modifiers 284
 16.6.4 Events 284
 16.6.5 Errors 285
 16.6.6 Struct Types 285
 16.6.7 Enum Types 285
 16.7 Data Types in Ethereum 286
 16.8 Visibility Modifiers 288
 16.8.1 State Variable Visibility 288
 16.8.2 Function Variable Visibility 288
 16.9 Block and Transaction Properties 289
 16.10 Order of Operations 289
 16.11 Layout of State Variable in Solidity 290
 16.12 Deploying the Smart Contract 291
 16.13 Example of Code on Solidity 296
 16.14 Conclusion 300
  Test Yourself 300
  Explore 300



xxii A Dive into the World of Blockchain Technology

 17. Future of Blockchain Technology 301
 17.1 Introduction 302
 17.2 Factors for Early Adoption of Blockchain 302
 17.3 Industries with Highest Disruptive Potential 306
 17.4 Scope of Blockchain in India 308
 17.5 Digital Currency of India 308
 17.6 RBI’s Activities Around Blockchain 309
 17.7 Recent Start-Off Blockchain Projects in India 309
 17.7.1 Blockchain Project/Consortium/Enterprises 310
 17.8 Challenges in Blockchain Adoption: India’s Perspective 310
 17.9 Blockchain and Human Resource Demand 312
 17.10 Future Research Directions of Blockchain Technology  312
 17.11 Blockchain Use Cases 315
 17.12 Conclusion 318
  Test Yourself 319
  Explore 319
  References 319



List of AbbreviationsList of Abbreviations

  AI : Artificial Intelligence
  API :  Application Programming 

 Interface
  ASCII :  American Standard Code for 

 Information Interchange
  B2B : Business to Business
  B2C : Business to Consumer
  BCT : Blockchain Technology
  BIPs :  Bitcoin Improvement  

 Proposals
  BSA : Bank Secrecy Act
  C2C : Customer to Customer
  CASPER :  Computer Aided Scenario and 

Problem Evaluation Routine
  CBDC : Central Bank Digital Currency
  CCIL :  Clearing Corporation of 

 India Limited
  CCPs : Central Counterparties
  CPU : Central Processing Unit
  CSD :  Central Securities 

 Depositories
  DAO :  Decentralized Autonomous 

 Organisation
  DApps : Decentralised Applications
  DLT :  Distributed Ledger 

 Technology
  DPoS : Delegated Proof-of-Stake 
  EIPs :  Ethereum Improvement 

 Proposals
  EOA : Externally Owned Accounts
  EOS : Electro-Optical System
  ETH : Ether

  FATF : Financial Action Task Force 
  FinCEN :  Financial Crimes 

 Enforcement Network
  GDPR :  General Data Protection 

 Regulation
  GST : Goods and Service Tax
  HR : Human Resource
  IBA : Indian Banks’ Association
  IBM :  International Business 

 Machines
  ICO : Initial Coin Offering
  IDRBT :  Institute for Development 

 and Research in Banking 
 Technology

  IIN :  Interbank Information 
 Network

  IoT : Internet of Things
  IPR : Intellectual Property Right
  ISI : Indian Standards Institute
  IT : Information Technology
  JVM : Java Virtual Machine
  K-DISC :  Kerala Development and 

 Innovation Strategic Council
  KYC : Know Your Customer
  MAS :  Monetary Authority of 

 Singapore
  NASSCOM :  National Association of 

 Software and Service 
 Companies

  NFT : Non-Fungible Tokens
  NITI :  National Institution of 

 Transforming India



xxiv A Dive into the World of Blockchain Technology

  NPCI :  National Payments 
 Corporation of India

  PAN : Permanent Account Number
  PCMLTFA :  Proceeds of Crime (Money 

 Laundering) and Terrorist 
 Financing Act 

  PE/VC :  Private Equity/Venture 
 Capital

  PoA : Proof-of-Authority
  PoC : Proof-of-Concept
  PoS : Point of Sale
  PoS : Proof-of-Stake

  PoW : Proof-of-Work
  PSS : Payment Service Supplier 
  RAM : Random Access Memory
  RBI : Reserve Bank of India
  SBI : State Bank of India
  SIC :  Standard Industry 

 Classification
  SME :  Small and Medium Size 
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  TCS : Tata Consultancy Services
  USP : Unique Selling Point
  VAT : Value Added Tax
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